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BROADBAND INTERNET ACCESS SERVICE AMENDMENTS

2019 GENERAL SESSION
STATE OF UTAH

Chief Sponsor: Brian S. King

Senate Sponsor:

LONG TITLE
General Description:
This bill enacts provisions related to broadband Internet access service.
Highlighted Provisions:
This bill:
» defines terms;
» prohibits a broadband Internet access service provider from using, disclosing,
selling, or permitting access to a customer's personal information except under
certain circumstances;
» places requirements on broadband Internet access service providers related to:
e providing notice to customers related to the use of customer personal
information; and
* maintaining measures to protect customer personal information;
» enacts other provisions related to requirements on a broadband Internet access

service provider;

» requires the state and political subdivisions to purchase broadband Internet access

service from a provider that engages in certain conduct related to:
e public disclosure of network management practices;
* blocking content, applications, or services;
e impairing Internet traffic; and

» interfering with a user's choice of service or device; and
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» makes technical and conforming changes.

Money Appropriated in this Bill:
None

Other Special Clauses:
None

Utah Code Sections Affected:

ENACTS:
13-54-101, Utah Code Annotated 1953
13-54-201, Utah Code Annotated 1953
13-54-202, Utah Code Annotated 1953
13-54-203, Utah Code Annotated 1953
13-54-204, Utah Code Annotated 1953
13-54-205, Utah Code Annotated 1953
13-54-206, Utah Code Annotated 1953
63G-24-101, Utah Code Annotated 1953
63G-24-201, Utah Code Annotated 1953
63G-24-202, Utah Code Annotated 1953

Be it enacted by the Legislature of the state of Utah:
Section 1. Section 13-54-101 is enacted to read:
CHAPTER 54. INTERNET SERVICE CUSTOMER PRIVACY
Part 1. General Provisions
13-54-101. Title.

This chapter is known as "Internet Service Customer Privacy."

Section 2. Section 13-54-201 is enacted to read:

Part 2. Broadband Internet Access Service Customer Privacy
13-54-201. Definitions.
As used in this part:

(1) "Aggregate customer personal information dataset" means collective data that

relates to a group of customers:

(a) from which individual customer identities and characteristics have been removed;
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and

(b) that is not linked or reasonably linkable to a specific individual, household, or

device.

(2) (a) "Broadband Internet access service'" or "broadband service" means:

(1) a mass market retail service by wire or radio that provides the capability to transmit

data to and receive data from all or substantially all Internet endpoints; or

(i1) a capability that is incidental to and enables the operation of a mass market retail

service described in Subsection (2)(a)(i).

(b) "Broadband Internet access service" or "broadband service" does not include

dial-up Internet access service.

(3) "Customer" means an individual who:

(a) (1) is a current or former subscriber to broadband service; or

(i1) is an applicant for broadband service; and

(b) physically resides in the state.

(4) "Customer personal information" means information collected by a service provider

from or about a customer that a customer makes available to the service provider solely due to

the service provider-customer relationship, including the customer's:

(a) name;

(b) billing information;

(¢) government-issued identifier, including a social security number or a driver's

license number;

(d) other contact information, including a physical address, email address, or phone

number;
(e) demographic information, such as:
(1) date of birth;
(ii) age;
(iii) race;
(iv) ethnicity;
(v) nationality;
(vi) religion;
(vii) political beliefs;
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(viil) gender; or

(1x) sexual orientation;

(f) financial information;

(g) health information;

(h) information related to children;

(1) geolocation information sufficient to identify the name of a street and the name of a

city or town;
(1) information that relates to the quantity, technical configuration, type, destination,

location, or amount of use of the broadband service, including:

(1) web browsing history;

(i1) application usage history;

(111) timing of use;

(iv) origin or destination Internet Protocol addresses of traffic;

(k) content of communications, including:

(1) application payload;

(11) any part of the substance, purpose, or meaning of a communication; or

(111) any part of a communication that is highly suggestive of the substance, purpose, or

meaning of the communication;

() a device identifier, including:

(1) a Media Access Control address;

(i1) an International Mobile Equipment Identity number; or

(111) an Internet Protocol address; or

(m) any other information maintained in a way that the information is linked or

reasonably linkable to a customer or device.

(5) "Material change" means a change that a reasonable customer would consider

important to the customer's decisions regarding the customer's privacy.

(6) "Opt-in consent" means affirmative, express customer approval:

(a) to use, disclose, sell, or permit access to the customer's personal information; and

(b) that the customer gives to a service provider after service provider provides the

customer notice described in Section 13-54-206.

(7) "Service provider" means a person engaged in the business of providing to
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customers:

(a) fixed broadband service; or

(b) mobile broadband service.

Section 3. Section 13-54-202 is enacted to read:
13-54-202. Applicability of part -- General prohibition on service providers.

(1) Except as provided in this part, a service provider may not use, disclose, sell, or

permit access to customer personal information.

(2) Nothing in this part prohibits a service provider from:

(a) generating an aggregate customer personal information dataset using customer

personal information; or

(b) using, disclosing, selling, or permitting access to an aggregate customer personal

information dataset the service provider generates.

Section 4. Section 13-54-203 is enacted to read:
13-54-203. Customer consent -- Mechanism -- Effect of consent.

(1) A service provider may use, disclose, sell, or permit access to customer personal

information if the customer provides prior opt-in consent.

(2) A customer may withdraw consent the customer previously provided.

(3) A service provider shall provide a mechanism for a customer to provide, deny, or

withdraw consent that is:

(a) easy to use;

(b) clear and conspicuous;

(c) not misleading;

(d) available to the customer through the method the service provider primarily uses to

conduct business with the customer;

(e) in the language the service provider primarily uses to conduct business with the

customer; and

—_—

(f) available to the customer for no additional cost.

(4) If a customer provides, denies, or withdraws consent, the service provider shall give

the customer's action effect:

(a) promptly; and

(b) until the customer revokes or limits the customer's action.
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(5) A service provider may not:

(a) refuse to provide broadband services to a customer who does not provide opt-in

consent; or

(b) require a higher payment from or offer a discount to a customer based on the

customer's decision to provide, deny, or withdraw consent.

Section 5. Section 13-54-204 is enacted to read:
13-54-204. Use, disclosure, sale, or access to customer personal information
without consent.

(1) A service provider may only use, disclose, sell, or permit access to customer

personal information without customer consent:

(a) for the purpose of providing the broadband services to the customer;

(b) to comply with legal processes or other laws, court orders, or administrative orders;

(c) to initiate, render, bill for, or collect payment for the broadband services;

(d) to protect the following from fraudulent, abusive, or unlawful use:

(1) the rights or property of the service provider; or

(i1) the rights or property of the customer; or

(e) to provide location information related to the customer for the purpose of:

(1) responding to the customer's request for emergency services by providing the

location information to:

(A) a public safety answering point as defined in Section 63H-7a-103;

(B) an emergency medical service provider or emergency dispatch provider;

(C) apublic safety, fire service, or law enforcement agency; or

(D) a hospital emergency or trauma care facility;

(i1) informing the following of the customer's location in an emergency situation that

involves the risk of death or serious injury:

(A) the customer's family member;

(B) the customer's legal guardian; or

(C) an individual the service provider determines is a close personal friend of the

customer; or

(ii1) assisting in the delivery of emergency services to the customer by providing the

location information to a provider of information or database management services.
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(2) (a) Unless otherwise provided by law, and except as provided in Subsection (2)(b),

a service provider may use, disclose, sell, or permit access to customer personal information to

advertise or market the service provider's other services to the customer.

(b) A service provider shall:

(1) provide a customer the option to opt out of the conduct described in Subsection

(2)(a); and

(i1) include the customer's option described in Subsection (2)(b)(i) in the notice

required under Section 13-54-206.
Section 6. Section 13-54-205 is enacted to read:

13-54-205. Protection and retention of customer personal information.

(1) A service provider shall implement and maintain reasonable measures to protect

customer personal information from unauthorized:

(a) use;
(b) sale;
(c) access;

(d) destruction; and

(e) modification.

(2) Whether a measure described in Subsection (1) is reasonable is informed by the

following factors:

(a) the nature and scope of the service provider's activities;

(b) the sensitivity of the customer personal information;

(c) the size of the service provider; and

(d) the technical feasibility of the measure.

(3) (a) Except as provided in Subsection (3)(b), a service provider may not retain

customer personal information for longer than reasonably necessary for the service provider to

accomplish the purpose for which the service provider collected the customer personal

information.

(b) A service provider may retain customer personal information for longer than
described in Subsection (3)(a) if:

(1) the service provider only uses the customer personal information for a purpose

described in Section 13-54-204; or
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(i1) the customer personal information is within an aggregate customer personal

information dataset.

Section 7. Section 13-54-206 is enacted to read:
13-54-206. Service provider notice to customer -- Material change.

(1) A service provider shall provide notice to a customer of how the service provider

complies with the requirements described in this part.

(2) The service provider shall ensure that the notice described in Subsection (1):

(a) is clear, conspicuous, and not misleading;

(b) i1s provided to the customer:

(1) through the method the service provider primarily uses to conduct business with the

customer; and

(i1) (A) at the point of sale of the broadband services; and

(B) when the service provider seeks opt-in consent from the customer; and

(c) describes or links to a resource that describes:

(1) the types of customer personal information the service provider collects;

(11) how the service provider uses customer personal information;

(111) the service provider's retention schedule for customer personal information;

(iv) the circumstances under which the service provider discloses, sells, or permits

access to the customer personal information the service provider collects;

(v) the categories of entities to which, and the purposes for which, the service provider

discloses, sells, or permits access to customer personal information; and

(vi) methods for and rights of a customer related to consent.

(3) A service provider shall provide to a customer advanced notice of a material change

to the information described in a notice described in Subsection (1).

Section 8. Section 63G-24-101 is enacted to read:
CHAPTER 24. PURCHASE OF SERVICES
Part 1. General Provisions
63G-24-101. Title.
This chapter is known as "Purchase of Services."

Section 9. Section 63G-24-201 is enacted to read:

Part 2. Purchase of Broadband Internet Access Service
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63G-24-201. Definitions.
As used in this part:

(1) (a) "Broadband Internet access service'" or "broadband service" means:

(1) a mass market retail service by wire or radio that provides the capability to transmit

data to and receive data from all or substantially all Internet endpoints; or

(i1) a capability that is incidental to and enables the operation of a mass market retail

service described in Subsection (1)(a)(i).

(b) "Broadband Internet access service' or "broadband service" does not include

dial-up Internet access service.

(2) "Content, application, or service" means any traffic that is transmitted to or from an

end user of a broadband Internet access service.

(3) "Edge provider" means a person that provides:

(a) any content, application, or service over the Internet; or

(b) a device used for accessing any content, application, or service over the Internet.

(4) "End user" means a person that uses a broadband service.

(5) (a) "Fixed broadband service" means a broadband service that serves end users

primarily at fixed endpoints using stationary equipment.

(b) "Fixed broadband service" includes:

(1) a fixed wireless service, including a fixed unlicensed wireless service; and

(11) a fixed satellite service.

(6) "Mobile broadband service" means a broadband service that serves end users

primarily using mobile stations.

(7) (a) "Paid prioritization" means a service provider's management of the service

provider's network to directly or indirectly favor certain content, applications, or services over

other content, applications, or services:

(1) in exchange for monetary or other consideration; or

(i1) to benefit an affiliated person.

(b) "Paid prioritization" may include the use of one of the following techniques:

(1) traffic shaping;

(11) prioritization;

(ii1) resource reservation; or
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(iv) another form of preferential traffic management.

(8) "Political subdivision" means:

(a) a municipality as defined in Section 10-1-104;

(b) a county;

(c) alimited purpose entity as defined in Section 17-15-32; or

(d) a school district, a charter school, or the Utah Schools for the Deaf and the Blind.

(9) "Reasonable network management" means a network management practice that:

(a) 1s primarily used for and tailored to achieve a network management purpose with a

technical justification; and

(b) takes into account the particular architecture and technology of the broadband

service.

(10) "Service provider" means a person engaged in the business of providing:

(a) fixed broadband service; or

(b) mobile broadband service.

Section 10. Section 63G-24-202 is enacted to read:

63G-24-202. State or political subdivision purchase of broadband Internet access
service.

(1) The state or a political subdivision may only purchase or provide funding for the

purchase of fixed broadband service or mobile broadband service from a service provider that:

(a) publicly discloses information regarding the service provider's:

(1) network management practices;

(i1) performance; and

(111) commercial terms;

(b) does not, subject to reasonable network management:

(1) block:

(A) lawful content, applications, or services; or

(B) a nonharmful device;

(i1) impair or degrade lawful Internet traffic on the basis of:

(A) content, application, or service; or

(B) the use of a nonharmful device;

(111) unreasonably interfere with or unreasonably disadvantage:

-10 -
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(A) an end user's ability to select, access, or use broadband service or lawful devices,

content, applications, or services of the end user's choice; or

(B) an edge provider's ability to make lawful devices, content, applications, or services

available to an end user; and

(¢) does not engage in paid prioritization, unless the state or political subdivision

determines that the paid prioritization:

(1) will provide a significant public interest benefit; and

(11) will not harm the open nature of the broadband services the service provider will

provide.
(2) Nothing in this part supersedes or limits a service provider's obligation or

authorization to lawfully address the needs of:

(a) emergency communication; or

(b) alaw enforcement, public safety, or national security authority.

(3) Nothing in this part prohibits a service provider's reasonable efforts to address

copyright infringement or other unlawful activity.

(4) Notwithstanding the provisions of this section, in a geographic location where

broadband service is only available from a single service provider, a state or political

subdivision may purchase or provide funding for the purchase of fixed broadband service or

mobile broadband service from a service provider other than a service provider described in

Subsection (1).
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